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I Introduction

The information and communication (IC) industry is at the forefront of global demand and 
innovation. By its nature, the IC sector underpins the functionality of our global economy 
and impacts our daily lives. The power and inkuence of multinational IC companies has 
s–yroc–eted over the past few decades, as individuals and businesses around the world 
depend on the internet to conduct business, communicate and gather data. The capacity 
of the IC industry to both enhance and threaten individual and national security rights is 
becoming increasingly apparent A while it offers new ways of connecting mar–ets and 
accessing information, it also creates vulnerabilities for surveillance, data breaches and 
the spread of misinformation. In turn, this can attract new, stricter forms of government 
regulation.

Es a result, IC companies have a vested interest in understanding possible avenues 
to challenge government measures affecting their business, which includes evaluating 
investment treaties protections. In this chapter, we provide an overview of the history of IC 
sector investment arbitration cases, consider how the traditional framewor– of investment 
treaty protections applies in an increasingly digital economy, and discuss the limits of 
applicable protections offered by treaties in this sector. We also discuss the evolution 
of treaties in the era of digitisation and the relevance of investment treaty protections in 
relation to digital assets, social media and cryptocurrencies.

II Dvolution  of  disputes  in  the  information  and 
communication sector

Gue to their control over critical infrastructure and channels of communication, IC 
companies hold signizcant power in sovereign states. Oovernments therefore closely 
monitor the IC sector and often see– to regulate it. IC companies have historically ta–en 
issue with regulation that impinges on their operations, and have resorted to investment 
treaties to enforce their rights against arbitrary, discriminatory or unfair treatment. This 
section illustrates the broad range of investment treaty disputes and related issues arising 
in the IC sector.

Gisputes relating to a state sei1ing ownership of an IC company

E common scenario that has generated a signizcant number of IC sector investment 
treaty disputes has involved a state sei1ing control, or forcing the transfer of ownership, 
of an investment. 9ne of the earliest cases arising in this sector was Victor Pey Casado 
et al v. Chile, initiated in 8''é. That dispute related to the conzscation and transfer of a 
newspaper company to Chile following a coup d70tat in the 8'S2s.[1] Chile was ultimately 
found to have breached its obligations under ChileAVpain BIT (8''8).[2] Another example is 
Dick Fernando Abanto Ishivata v. Venezuela, which was initiated in P28é.[3] The claimant 
in that case alleged that 6ene1uelan ojcials violated the qeruA6ene1uela BIT (8''x) 
by physically ta–ing over his telecommunications company, stripping the board of its 
powers and eFecting employees from the building. The company was later signed over to a 
private company, alleged by the claimant to have close ties to the 6ene1uelan Oovernment, 
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and was subse4uently dismantled. En ICVIG tribunal found by maFority that 6ene1uela7s 
conduct amounted to unlawful e-propriation.[4]

In many of these cases, the motivation of national governments to sei1e control of 
an IC company is motivated by a desire to nationalise telecommunications assets.[

-
5] Uor e-ample, after assuming control of the country7s telecommunications sector in 
P22', the Beli1ean Oovernment proceeded to compulsorily ac4uire the 'K per cent 
foreignLowned shareholding of a maFor telecommunications company.[6] Uoreign investors 
in the company (one of which owned a S8 per cent shareholding and another that 
was a creditor)  subse4uently  brought  successful  claims (at  least  in  part)  against 
Beli1e under the Beli1eAMnited 3ingdom BIT (8'éP).[7] Vimilarly, an Emerican company 
unsuccessfully brought a claim against 6ene1uela in P22é alleging that the government 
had undercompensated it  for  its  sta–e in 6ene1uela7s  largest  telecommunications 
company, which had been nationalised.[8]

9ther cases have involved the forced transfer or sale of shares in local telecommunications 
companies or entities. E 3uwaiti zrm and a Urench telecommunications company brought 
investment claims against Ira4 after the telecommunications regulator and local courts 
determined in P28K that the foreign investors7 Foint venture purchase of a KK per cent 
sta–e in a local telecommunications operator in P288 had not satiszed certain change of 
control conditions.[9] The regulator ordered the unwinding of the share transfer, with the 
shares being returned to their original Ira4i owners.[10] The claimants argued that they never 
received compensation for their shares and made allegations of corruption between the 
regulator and the Ira4i owners of the telecommunications operator.[11] In an earlier case of 
Rumeli Telekom v. Kazakhstan, an ICVIG tribunal in P22é found that the forced sale of the 
claimants7 shares in a Foint venture proFect with a local mobile telephone networ– operator 
had been set at a price that was 7manifestly and grossly inade4uate7.[12]

Gisputes relating to state regulation of the IC mar–et

E si1eable body of investorAstate disputes in the IC sector concern state regulatory 
measures such as suspending, revo–ing or refusing to renew a licence (or a concession), 
and implementing ta- policy. En early e-ample of a dispute falling into this category 
is France Telecom v. Lebanon, which was initiated in P22P and related to Nebanon7s 
termination of a contract with Urance Telecom to operate a mobile networ–.[13] Enother 
early dispute was Lemire v. Ukraine, initiated in 8''é and settled in P222, which related to 
M–raine7s treatment of different radio licence bids by the claimant.[14]

There has been a series of disputes in respect of spectrum allocation in particular. The 
Vupreme Court of India7s revocation of 8P2 PO licences that had been allocated via a 
process that, according to the court, was 7wholly arbitrary, capricious and contrary to 
public interest7 led a 5auritian investor in a local telecommunications operator (which 
had P8 of their PP licences revo–ed) to bring a claim against India in P28/.[15] In Global 
Telecom Holding v. Canada, which was initiated in P28x, the claimant unsuccessfully 
challenged regulations introduced by Canada which allowed a government agency to 
conduct reviews of license transfers for the purpose of preventing spectrum concentration 
in a single entity.[16] The tribunal found that Canada did not breach its obligation to 
provide fair and e4uitable treatment (UDT) in its adoption and implementation of this 
7Transfer Uramewor–7 because the claimant could not establish that Canada frustrated its 
legitimate e-pectations. Uurther, Canada did not engage in treatment that was 7arbitrary, 
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unreasonable, nonLtransparent, politically motivated or without any legitimate policy 
obFective7.[17] Dlsewhere, 5e-ico7s re4uirement that satellite capacity was reserved for use 
by the state led a Urench company (which had ac4uired 822 per cent of the shares in a 
5e-ican satellite company) to bring a treaty claim in P28S.[18]

6arious cases have also been initiated following the imposition of specizc ta- measures 
in relation to the sale of telecommunications companies. Uor e-ample, India7s enactment 
of retrospective legislation to collect capital gains ta- from 6odafone7s purchase of the 
entire share capital of a company registered in the Cayman Islands, which indirectly owned 
xS per cent of an Indian entity that carried out telecommunications business in India, 
led to claims being brought by 6odafone under the IndiaAMnited 3ingdom BIT (8''K) 
and IndiaARetherlands BIT (8''H).[19] While the former case is still pending at the time 
of writing, it has been reported that, in the latter case, the tribunal found that India7s ta- 
assessment violated the BIT7s UDT provision.[20] The withdrawal of ta- e-emptions allegedly 
granted to investors in the IC sector have also led to claims being brought against states.L
[21]

Gisputes relating to state intervention in the IC sector on national security grounds

The more recent trend of investorAstate disputes in the IC sector concerns measures ta–en 
by host states on essential security grounds. The need to manage national security ris–s 
in relation to operations of IC companies has become a growing concern for states, as 
telecommunications networ–s and systems are now vital to the delivery of critical services 
and infrastructure sectors.[22]

The most notable e-ample was India7s revocation, in order to protect an 7essential security 
interest7, of an agreement that would have leased capacity on satelliteLbased VLband 
spectrum to foreign investors for the provision of multimedia services in P282.[23] This 
decision led to claims being brought by CCZGevas and Geutsche Tele–om under the 
5auritiusAIndia BIT (8''é) and OermanyAIndia BIT (8''H) respectively.[24] India alleged 
that the revocation was due to the state7s increased demand for the allocation of spectrum 
for military and nonLmilitary needs (including for defence, paramilitary forces, railways, 
other public utility services and societal needs).[25] In CC/Devas v. India, a maFority of 
the tribunal determined that, as a 7mi- of factors was at play7 in the decision to cancel 
the agreement, the 7essential security interest7 defence enFoyed only partial operation and 
the revocation was thus an e-propriation to the e-tent that it was motivated by other 
purposes.[26] In Deutsche Telekom v. India, the tribunal found that India failed to prove 
that the revocation was 7necessary for the protection of its essential security interests7 
(pursuant to the OermanyAIndia BIT) and therefore India could not rely on this defence.[27]

9ther cases relating to national security include Global Telekom Holding v. Canada, where 
the government agency7s review of the claimant7s transaction (to gain voting control of its 
subsidiary) was partly motivated by security concerns relating to the claimant7s ultimate 
owner being a $ussianLcontrolled entity and the subsidiary7s use of “uaweiLbuilt networ– 
infrastructure.[28] “owever, that tribunal concluded that, because Canada provided the 
claimant with a fair opportunity to present its case in relation to the national security review 
(through which the claimant 7engaged fully7), Canada did not violate the CanadaADgypt BIT.L
[29] In Maxim Naumchenko v. India, which was initiated in P28/, the tribunal determined that 
India7s treatment of a telecommunications company that the $ussian and Cypriot claimants 
had invested in, which included conducting a review and revo–ing the security clearance of 
that company, was necessary to safeguard India7s essential security interest.[30]
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The operation of HO networ–s by foreign investors has become a particular concern of 
states because, in a 4uest to provide better 4uality and greater speed in cellular data 
services, the ne-t generation of cellular networ–s forms part of critical infrastructure and 
may pose national security threats.[31] E recent (and currently pending at the time of 
writing) case relating to national security concerning HO technology is Huawei v. Sweden, 
which was initiated in P2PP.[32] The dispute relates to the Vwedish telecommunications 
regulator7s decision to only allow entities to participate in Vweden7s HO spectrum auctions 
on the e-press condition that they do not use networ– e4uipment from Chinese technology 
companies “uawei and ”TD. In Fustifying its decision, the Vwedish regulator noted that the 
use of “uawei and ”TD products 7may harm Vweden7s security7.[33] Es several other states 
have enacted (or are considering) bans on “uawei e4uipment, the outcome of this dispute 
may impact on future regulation of the IC sector on the basis of national security.[34]

III Investor protections and its limits

Es discussed elsewhere in this publication, investors can only enforce investment treaty 
protections through arbitration if they can demonstrate the e-istence of a 7covered 
investment7 under the terms of the relevant treaty. The deznition of 7investment7 is 
determined on a treatyLbyLtreaty basis, although treaties generally dezne the term either 
by  reference to  a  range of  7assets7  or  by  lin–ing  an  asset  to  an  7enterprise7.[35]  IC 
sector investment arbitrations have historically involved investments that zt into generally 
accepted investment categories, such as governmentLissued licences, Iq rights and shares 
in local companies.

The global economy7s increased digitalisation and greater investment in intangible assets 
has  led  to  speculation  on  the  e-tent  to  which  investments  in  new and  emerging 
technologies may 4ualify as 7covered investments7. 5ost investment treaties predate the 
digital economy and do not e-plicitly provide for the protection of intangible assets.[36] 
“owever, broad assetLbased deznitions of investment that are contained in a substantial 
portion of investment treaties should arguably be zt for purpose, given their ke-ibility, 
nonLe-haustive lists of assets that constitute a covered investment and lac– of e-pressly 
e-cluded investment types.[37]

Epart from meeting the broad assetLbased deznition, access to protections may be 
inhibited by other factors. Companies with signizcant foreign investments in the IC sector 
are some of the largest multinational corporations in the world which operate across state 
borders.[38] It may be 4uestioned whether an intangible asset will meet the re4uirement of 
a physical ne-us or territorial lin– between the investment and the host state contained in 
many investment treaties[39] if the investment comprises digital information or data which 
is 7created7 outside of the host state.[40] “owever, investment tribunals have held that the 
territoriality re4uirement will be met for intangible assets that provide a benezt to the host 
state even if there is no physical lin– to the state.[41] This legal development, alongside 
the increase in purely intangible forms of investment, means that the re4uirement of 
territoriality may not necessarily restrict investment claims in relation to digital assets 
created outside the host state Furisdiction.

9ne of the issues that IC companies almost inevitably confront when bringing investment 
claims is the balance between investor protections under treaties and the host state7s right 
to regulate, particularly where doing so is arguably in the public interest. Es discussed in 
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the preceding section, states often argue that regulation of the IC sector is necessary to 
protect essential security interests. Uor e-ample, when states have bloc–ed or threatened to 
bloc– social media platforms, or banned certain foreign companies from being involved in 
the implementation of HO technologies, a Fustizcation provided by the national government 
is commonly based on national security concerns, often in reliance on the 7essential 
security7 e-ception found in many treaties.[42] Dssential security e-ceptions are formulated 
differently across the investment treaty landscape, with some only applying to certain treaty 
standards and others operating as freeLstanding provisions.[43] Tribunals have observed 
that, while host states are able to determine their own essential security interests to an 
e-tent, an obFective test will be applied and the provisions are generally not selfLFudging.[44] 
Vome investment tribunals have held that the national security e-ception absolves a state 
from following certain due process re4uirements,[45] while others have re4uired states to 
attempt to znd a solution with the investor prior to engaging in conduct that breaches the 
investment treaty.[46]

I6 Rew frontiers

qrotection of data and digital assets

The digital transformation witnessed across various areas of life has started (and will 
continue) to shape international investment law, bridging the gap between 7analogue7[47

-
] investment treaties and the increasingly digitally oriented world that is ripe for a new 
generation of IC disputes. Veveral 4uestions arise that will re4uire careful consideration 
and novel analysis by investment tribunals. 9ne such 4uestion is whether digital assets 
(including data, data centres and digital infrastructure) constitute an investment protected 
under investment treaties, and whether investment treaties safeguard investors against 
regulation of crossLborder data kow, data localisation re4uirements and host state 
regulation.

Es discussed above, whether an investment is capable of treaty protection depends on 
the deznition of 7investment7 in each individual treaty. Case law on whether digital assets 
benezt from protection is limited to date, although two cases have emerged that provide 
a positive indication on how future cases may treat data as a protected asset class of 
investment.

In Bridgestone v. Panama,[48] an ICVIG tribunal considered whether rights arising from 
a registered trademar– licence could constitute an investment 4ualifying for treaty 
protection. Efter e-amining the common characteristics of an investment (with reference 
to the Salini test), the tribunal conzrmed that an intangible asset such as a trademar– 
licence can indeed 4ualify as an investment.[49] In that case, the trademar– licence was 
said to provide rights and, upon those rights being 7e-ploited7 when selling goods, an 
investment was made in qanama that could enFoy treaty protection.[50] Elthough this case 
was ultimately decided in favour of the Vtate, the tribunal7s znding that an intangible asset 
can enFoy treaty protection is relevant to disputes arising from host state regulation of 
crossLborder data kow.

Enother relevant case is Einarsson v. Canada (which remains pending at the time of 
writing).[51] The asset at the heart of this case is seismic data, used to provide services 
to the oil and gas industry. While the claimants do not claim that data per se is a protected 
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investment, they argue that intangible assets such as dataLrelated copyright is a form of 
investment that attracts treaty protection. This case will be the zrst to consider rights in 
data as a separate asset class.

The standards of protection available to safeguard investment in digital assets will 
commonly include the obligation to provide fair and e4uitable treatment, full protection 
and security and protection against e-propriation.[52] Commentary suggests that, when 
evaluating the strongest standard of protection against the regulation of crossLborder data 
kow, UDT will li–ely be the most relevant[53] because the other protections have 7narrower 
re4uirements and implicate greater consideration of states7 legitimate policy obFectives 
than UDT7.[54]

It is becoming increasingly common, however, for ne-t generation international investment 
agreements to contain limits on these protections.[55]  Whether state regulation of 
crossLborder data kow can constitute a treaty breach will therefore also depend on the 
particular treaty, including whether the treaty specizcally deals with data localisation 
re4uirements and safeguards the state7s right to regulate. In this conte-t, it is also relevant 
to note that investment in digital infrastructure comes with high demands for water and 
electricity, which may encroach upon other areas of public interest such as environmental 
protections, introducing additional tensions between investor protections and the host 
state7s right to regulate.

$egulation of social media platforms

The rise of multinational social media platforms has led to policy debates regarding social 
media7s impact on data privacy, national security and domestic politics.[56] Es a result, there 
has been an increase in government oversight and regulation of social media platforms,L
[57] with some countries even banning certain platforms altogether.[58] This has led to 
speculation of a potential wave of investment arbitration claims in response.

Vocial media platforms ma–e investments around the world by holding uncontroversial 
investment 7assets7, such as the value of trademar–s inherent in the domain names of social 
media platforms and interests in local subsidiaries.[59] “owever, the commercial value of 
social media companies7 businesses is typically concentrated elsewhere, including in data 
and a comple- networ– of intangible assets without physical presence in a host country. 
Uurther, compared to traditional media and technology companies, social media platforms 
generally do not re4uire a governmentLissued licence to operate, which was a covered 
investment relied upon by claimant investors in several early IC investment arbitrations.

Investment claims brought by modern technology platforms have asserted that the 
protected investments are constituted by intellectual property rights and intangible 
property rights, such as rights under contracts with end users. This was how Mber7s claim 
against Colombia was framed in its Rotice of Gispute after Colombia banned Mber in 
P28'.[60] This case did not proceed to arbitration and left open the 4uestion of whether a 
relatively new form of investment, being endLuser contracts in the conte-t of technology 
or social media companies, are afforded protections under investment treaties. While it 
is generally accepted that contractual rights can be covered investments, social media 
companies7 contracts with their users are not typical commercial or service contracts. 
This is due to the scale of the contractual networ– (for e-ample, India is reported to have 
/x2 million Instagram users)[61] and the fact that these contracts do not typically involve 
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a claim to monies.[62] Vignizcant commercial value can be realised when considering 
endLuser contracts together (rather than individually), and some investment tribunals have 
already accepted that multiple separate contracts can constitute a combined protected 
investment.[63]

Vome commentators have posited that endLuser agreements for social media platforms 
may not meet the re4uirements for a protected investment, because they can be easily 
terminated and do not involve a longLterm commitment by either party.[64] “owever, 
state regulation or banning of social media platforms would li–ely terminate or ma–e 
ineffective these contracts and therefore arguably still constitute interference with the 
social media platform7s rights under the endLuser agreements,[65] 4uite apart from the 
separate interference causing a devaluation of the Iq rights connected to the social media 
platform7s operation within the host state.

The e-istence of endLuser agreements and the high economic value social media platforms 
provide to the host country means that, in theory, the ban of a social media platform could 
constitute indirect e-propriation of the platform7s contractual rights.[66] This is because 
endLuser agreements, and the data collection rights to the platform and use of the platform 
by the user, are the main proztLdrivers for their business,[67] such that their termination or 
ineffectiveness at the hands of the state may constitute the removal of the value of the 
investment. There is also an argument that bloc–ing access to a domain name is analogous 
to preventing someone accessing their physical property, or at least the ability to gain 
economic value from their Iq rights. “owever, the centrality of data collection to social 
media companies7 business model, which would be curtailed by government regulation or 
a ban, is directly connected to a host states7 li–ely Fustizcation for such a measure, namely 
the protection of national security. Es discussed above, social media companies (and any 
IC companies that rely heavily on data) will have to overcome arguments that government 
regulation is necessary for the protection of essential security interests.

Cryptocurrencies as an investment

Two decades ago, cryptocurrencies did not e-ist. Today, this mar–et is worth more than 
MV[/ trillion.[68] It is thus becoming increasingly pertinent to consider the issues that may 
arise when applying international investment law to cryptocurrency and whether foreign 
investors can benezt from treaty protection with this class of asset.

The zrst 4uestion to consider is whether cryptocurrencies are protected investments under 
international investment agreements. Oenerally spea–ing, and subFect to any e-ceptions, 
cryptocurrencies will li–ely meet many treaties7 deznition of an 7investment7. This is 
because, as discussed above, many BITs include a 7broad7 assetLbased deznition of 
investment. The Mnited Rations Conference on Trade and Gevelopment suggests that 
the 7broad, ]every –ind of asset? terminology supports the idea that the investment 
deznition ]embraces everything of economic value, virtually without limitation?7.[69] Vuch an 
understanding would necessarily include cryptocurrency. “owever, and particularly when 
invo–ing ICVIG Furisdiction, a claimant with a cryptoLinvestment may also have to satisfy 
the Valini test.[70] Mnder that test, a tric–y criterion that a claimant might need to establish 
is that the cryptoLinvestment 7…contributesJ to the economic development of the host 
Vtate7.[71] There is uncertainty as to how tribunals will apply this factor to cryptocurrency. 
Revertheless, it should be noted that there is not much difference, for e-ample, between a 
foreign investor purchasing shares in a company (which has been accepted as a covered 
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investment) and initial coin offerings where cryptocurrencies are issued as to–ens to raise 
money for a company.[72]

The territoriality re4uirement raises further complications. If the cryptocurrency funds 
a commercial enterprise with a physical presence in the territory of the host state, 
the territoriality re4uirement may readily be satiszed.[73] Oenerally, however, it is dijcult 
to determine a location for cryptocurrencies that operate on bloc–chain because of 
bloc–chain7s decentralised and transnational structure. In these circumstances, it might 
be useful to refer to Abaclat v. Argentina, in which the tribunal used different criteria 
for the purpose of determining whether an investment 7of a purely znancial nature7 (e.g. 
international securities that were being traded on secondary mar–ets outside of Ergentina) 
held the necessary territorial lin–.[74] The tribunal found that the determination of the 
investment location depended on the nature of the investment. Conse4uently, the tribunal 
loo–ed at 7where andZor for the benezt of whom the funds …wereJ ultimately used, and not 
the place where the funds were paid out or transferred7 and whether the invested funds 
were 7ultimately made available7 to the host state.[75]

The second 4uestion to consider is whether, and how, substantive protections under 
investment law apply to cryptocurrencies. Uor e-ample, to what e-tent does state regulation 
(or the lac– thereof) breach the standard of full protection and security (UqV) to protect 
against cybersecurity ris–s; Gue to its digital nature, cryptocurrencies can often fall victim 
to hac–ers and cyberattac–s. Where there is a lac– of sujcient cybersecurity rules in 
a host state, it can be argued that this constitutes an unsafe investment environment. 
Interestingly, the Azurix v. Argentina tribunal conzrmed that the standard of UqV can 
be breached despite there being no physical violence directed against the investor or 
investment.[76] In that case, the Tribunal placed an emphasis on 7full7 protection and 
security. Epplying this to cryptocurrencies, one may contend that the host state can 
breach its UqV obligation by failing to provide a safe investment environment as regards 
its cybersecurity and cybercrime laws.[77] To determine responsibility, and conse4uently, 
liability, of a UqV violation, a distinction will need to be made between security failures 
by the host state and those by an individual investor.[78] 9ther investment tribunals have 
also focused on the meaning of 7full7 to conclude that the standard of UqV e-tends beyond 
physical protection.[79] This reinforces the notion that UqV can encapsulate the protection 
of cryptocurrencies in the right circumstances. It also lends support to the proposition 
that investment treaties re4uire states to ta–e appropriate steps to ensure ade4uate 
cybersecurity and e-ercise due diligence to prevent avoidable and unnecessary harm,[80] 
proportionate to the resources available to the host state.[81] qroportionality is an important 
limiter in this conte-t, as discussed by the tribunal in Pantechniki v. Albania.[82] The result 
is that, in the conte-t of modernLage cryptocurrencies and data generally, standards of 
cybersecurity protection re4uired of states under investment treaties will vary.

6 Gevelopments in treatyLma–ing

The number of states regulating data protection and crossLborder data kows domestically 
is increasing.[83] Es a result, states are now considering whether rules on data transfer and 
data protection should be included in their international investment and trade treaties, and 
if so, what those rules should loo– li–e. Vome newer international investment agreements 
e-plicitly mention 7data protection7 and 7privacy7 as policy obFectives for which the state 
has the right to regulate or, alternatively, that fall under a general e-ceptions clause.[84] 
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Vuch provisions generally clarify that the host state7s obligations to protect investors do 
not 7prevent7 the state from ta–ing the measures necessary to secure compliance with 
laws relating to data protection.[85] These provisions rekect states7 increasing awareness 
of the potential ramizcations of domestic data and privacy regulations under international 
investment treaties and the possibility of investment arbitration claims being launched 
against them as a result.[86] These provisions also conform with the general tendency for 
newly drafted investment treaties to limit the scope of treaty protections to better balance, 
at least from the state7s perspective, investment protection with the state7s right to regulate 
in favour of the public interest.

Uor e-ample, article 8P of the IndonesiaAVwit1erland BIT (P2PP) states that for the purpose 
of the BIT, 7the qarties reajrm their right to regulate within their territories necessary to 
achieve legitimate policy obFectives, such as the protection of : public morals, social or 
consumer protection, privacy and data protection7.[87] E similar provision can be found 
in the OeorgiaA“ungary BIT (P2PK).[88] Including 7data protection7 within a provision that 
preserves the state7s right to regulate may encourage a tribunal to view regulations on 
crossLborder data kow, particularly where its purpose is related to privacy, public morals or 
consumer protection, as laws falling within the police powers of the state, and not a breach 
of its international obligations.[89]

Vome investment treaties, through a general e-ceptions clause, clarify that a state7s 
investment protection obligations do not prevent the state from ta–ing the measures 
necessary to achieve the obFective of data privacy.  D-amples can be found in the 
VingaporeAEustralia Uree Trade Egreement and the QapanAOeorgia BIT (P2P8).[90] It should 
be noted, however, that tribunals tend to interpret general e-ceptions clauses narrowly 
and the ejcacy of general e-ceptions clauses has been called into 4uestion following the 
decision in Dco 9ro 5inerals Corporation v. Colombia. In that case, the tribunal interpreted 
the general e-ceptions clause as ensuring that, while a state is 7not prohibited from 
adopting or enforcing a measure7 pursuant to a stated policy obFective, it does not 7permit7 
such action to be ta–en without the payment of compensation.[91]

It is worth noting that some international trade agreements now e-plicitly deal with 
crossLborder data kows and digital trade. E notable e-ample is the Comprehensive 
and qrogressive TransLqartnership Egreement (CqTqq).[92] The CqTqq[93] is considered 
to be the zrst agreement that 7comprehensively7 addresses policy issues on digital 
trade.[94] Rotably, article 8K.88 re4uires that parties 7allow the crossLborder transfer of 
information by electronic means, including personal information, when this activity is for 
the conduct of the business of a covered person …as dezned in article 8K.8J7.[95] Erticle 
8K.8/ prevents parties from re4uiring covered persons to use locally based computing 
facilities as a condition for conducting business in that party7s territory.[96] D-ceptions to 
these obligations (to achieve a legitimate public policy) are built into the provision.[97] The 
Mnited VtatesA5e-icoACanada Egreement[98] places a strong limit on data localisation 
by not e-plicitly providing an e-ception to the obligation.[99] While these obligations are 
between states and do not confer direct rights on investors, it is clear that states are 
increasingly interested in establishing rules for the regulation of data and digital trade 
under international trade law. En open 4uestion remains, however, as to whether these trade 
obligations have the capacity to inform the state7s investment obligations.[100]
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